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New & Noteworthy 

Register Now!  Healthcare Coalition Regional Membership Meetings 

May 2, 2022 - Southern Coalition - Northern Hotel, Billings 
May 5, 2022 - Eastern Coalition - Sleep Inn & Suites, Miles City 
May 12, 2022 - Central Coalition - Best Western Plus Havre Inn & Suites, Havre 
May 18, 2022 - Western Coalition - Hilton Garden Inn, Kalispell  

Each meeting will take place from 8:30 am - 5:00 pm and will feature RENEW! Understand, Prevent, and Treat 
Compassion Fatigue and Burnout presented by Journeys Consulting.  View Flyer 

This course is being offered at no-cost to participants by the Regional Healthcare Coalitions.  Mileage and 
one night lodging at the state rate will be reimbursed.  Participants must make their own lodging 
reservations, booked directly with the hotel.  NO third-party booking such as Priceline.   

View Flyer 

Register Now 
  

Register Now!  Advanced Disaster Life Support Course 

May 27 and 28, 2022 
Fairmont Hot Springs 
ADLS is an advanced practicum course for the trained BDLS provider.  It is an intensive, 2-day course that 
allows students to demonstrate competencies in casualty decontamination, specified essential skills, and 
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mass casualty incident information system/technology applications.  Using simulated, all-hazards scenarios 
and mass casualty incidents, ADLS makes use of four interactive sessions in which participants treat 
simulated patients in various disaster drills and situations.  Training is focused on the development of hands-
on skills to allow participants to apply the knowledge learned in BDLS.  

Participants MUST have completed the Basic Disaster Life Support (BDLS) course within the past three 
years.  This course is open to Montana Residents only.   

The Regional Healthcare Coalitions will be reimbursing mileage at the state rate and lodging for Friday and 
Saturday ONLY (additional night for travelers over over 250 miles from Anaconda).  Participants must make 
own reservation and pay then submit for reimbursement.  Participants from the Western Regional Healthcare 
Coalition (WRHCC) must adhere to the WRHCC Travel Policy regarding reimbursement.   

View Flyer 
Contact Gerry Wheat, 406-444-6736, gwheat@mt.gov to obtain the registration code prior to registering.  
  

Register Now 
  

Montana emPOWER Data 

Montana emPOWER data for electrically-dependent populations that should be accommodated for in your 
County planning. 

Here also, is the Social Vulnerability Index mapping if you have the up-to-date Adobe Flash player Social 
Vulnerability Index (SVI) Interactive Mapping.  Communities can also access county data for AFN 
planning here.   

Distribution of this material is an ASPR Cooperative Agreement requirement. 

  

  

April 2022 EMSC Connection Newsletter 

Inside this issue you will find information on:  

• Child Abuse Awareness Information and Education/Training Resources 
• Autism Awareness and Resources 
• Big Red Safety Box Resources 
• Health Awareness for April 
• Children in Disaster Preparedness Activities 
• Webinar on Distracted Driving 
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• Public Health in the 406 - Are you Sleeping 
• Save the Date for the National EMS and Care Conference 

April EMSC Newsletter 

  

CMS Returning to Certain Pre-COVID Policies in Long-term Care and Other Facilities 

The Centers for Medicare & Medicaid Services (CMS) is taking steps to continue to protect nursing home 
residents’ health and safety by announcing guidance that restores certain minimum standards for compliance 
with CMS requirements. Restoring these standards will be accomplished by phasing out some temporary 
emergency declaration waivers that have been in effect throughout the COVID-19 Public Health Emergency 
(PHE). These temporary emergency waivers were designed to provide facilities with the flexibilities needed to 
respond to the COVID-19 pandemic. 

During the PHE, CMS used a combination of emergency waivers, regulations, and sub-regulatory guidance to 
offer health care providers the flexibility needed to respond to the pandemic. In certain cases, these 
flexibilities suspended requirements in order to address acute and extraordinary circumstances. CMS has 
consistently monitored data within nursing homes and has used these data to inform decision making. 

With steadily increasing vaccination rates for nursing home residents and staff, and with overall 
improvements seen in nursing homes’ abilities to respond to COVID-19 outbreaks, CMS is taking steps to 
phase out certain flexibilities that are generally no longer needed to re-establish certain minimum standards 
while continuing to protect the health and safety of those residing in skilled nursing facilities/nursing 
facilities (SNFs/NFs). Similarly, some of the same waivers are also being terminated for inpatient hospices, 
intermediate care facilities for individuals with intellectual disabilities (ICF/IIDs), and end-stage renal disease 
(ESRD) facilities. 

“Patient and resident health and safety are top priorities for CMS, and today’s actions are focused on ensuring 
every nursing home resident is cared for in a safe, high-quality environment,” said CMS Administrator 
Chiquita Brooks-LaSure. “We’ve learned a lot from the pandemic over the last two years and are committed to 
using that knowledge to re-envision the next chapter of health care quality and patient safety and build a 
stronger health care system.” 

Recent onsite long-term care (LTC) survey findings have provided insight into issues with resident care that 
are unrelated to infection control, such as increases in residents’ weight-loss, depression, and pressure ulcers. 
The lack of certain minimum standards, such as training for nurse aides, may be contributing to these issues. 
By ending some of the temporary waivers, CMS is helping nursing homes to redirect efforts back to meeting 
the regulatory requirements aimed at ensuring each resident’s physical, mental, and psychosocial needs are 
met. In addition, CMS expects providers to have integrated practices to address any COVID-19 outbreaks into 
their normal operations. 
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CMS will maintain flexibility for certain requirements, such as making temporary waivers available for nurse 
aides’ certification if there are documented capacity issues in training or testing programs, and CMS will 
retain the ability until the expiration or termination of the national COVID-19 PHE to issue individual state-
based, county-based, or facility-based waivers as needed. Centers for Disease Control & Prevention and CMS 
data, tracking trends in the number of COVID-19 cases in local communities and nursing homes, provide CMS 
with the ability to grant waivers in specific situations. For example, if there is a severe outbreak in a facility 
or geographically distinct group of facilities, CMS can quickly grant waivers to support the facilities’ response 
to COVID-19. If there is a nationwide surge of nursing home COVID-19 cases in the future, CMS can quickly 
re-issue national blanket waivers during the PHE. 

CMS is ending specific waivers in two groups: one group of waivers will terminate 30 days from the issuance 
of this new guidance, and the other group will terminate 60 days from issuance. These timeframes give 
providers and state agencies time to adjust their operations to the reinstituted requirements. 

Details can be found in the Quality, Safety, and Oversight (QSO) memo 
here: https://www.cms.gov/medicareprovider-enrollment-and-certificationsurveycertificationgeninfopolicy-
and-memos-states-and/update-covid-19-emergency-declaration-blanket-waivers-specific 

  

  

Data & Situational Awareness 

  

Updates on Daily Reporting 

We have received no indication that the state or HHS reporting will be discontinued or that the frequency 
will change.  This data is still viewed on a daily basis on a state and federal level.  Please continue to update 
EMResource and/or HHS TeleTracking.  We appreciate the time and energy that facilities continue to put into 
reporting.   

Missed Data in TeleTracking 

If a facility misses a day reporting into EMResource and TeleTracking, there is a process for doing a manual 
entry backdate.  Users must log into the TeleTracking then click on Add New Entry.  There is now a dropdown 
where you can choose the date to submit data for.  This process is much simpler than uploading the template 
for missed data.  Ensure that ALL fields are entered or the data will not be counted for compliance.  We still 
encourage hospitals to enter data into EMResource daily by 1200.  

  

  

Upcoming Events 

  

  

Meetings 
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Threat Assessment Conference 
April 25 - 27, 2022 
MSU-Bozeman Strand Union, Ballroom A 
Registration/Agenda 

Coalition Executive Committee Meetings 
Central Region - April 28, 09:00 - 11:00 via Zoom  
Southern Region - April 28, 13:00 - 15:00 via Zoom 
Eastern Region - May 12, 10:00 - 12:00 via Zoom 

Healthcare Coalition Regional Membership Meetings 
May 2, 2022 - Southern Coalition - Northern Hotel, Billings 
May 5, 2022 - Eastern Coalition - Sleep Inn & Suites, Miles City 
May 12, 2022 - Central Coalition - Best Western Plus Havre Inn & Suites, Havre 
May 18, 2022 - Western Coalition - Hilton Garden Inn, Kalispell  
View Flyer 
Register Now 

2022 Wildfire Leadership Conference  
Sponsored by the Montana County Fire Warden's Association 
May 22 - 23, 2022 
Agenda, Registration & Hotel Details 
POC: Patrick Lonergran, 406-548-0116 or patrick@readygallatin.com 

  
Webinars 

  

Montana Health Network Course Catalog 

CISA Cyber Training Bulletin - March and April 

ICDP Training Calendar 

FEMA Community Emergency Response Team (CERT) Program Manager 
April 26 - 29, 12:00 - 16:00 MDT 
July 25 - 28, 12:00 - 16:00 MDT 
View Flyer 

Virtual Tabletop Exercise: Family Reunification 
April 19, 2022 10:00 - 14:00 MDT 
Bozeman - location TBA 
Registration - Limited seats, 1 per agency 
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POC: Kevin Larsen 406-548-0117 kevin@readygalltin.com 
Additional Information 

Virtual Tabletop Exercise: Family Reunification 
April 20, 2022, 10:00 - 14:00  
Riverstone Health, 123 South 27th St, Billings 
In person and Virtual Options available 
POC: Charlie Hanson, 406-417-9350 or chhanson@mt.gov 

CISA Region 8 Quarterly Threat Briefing 
April 20, 2022, 12:00 - 13:00 MDT, Registration Closes April 18, 2022 
Registration 
View Flyer 
For additional information contact CISARegion8Outreach@cisa.dhs.gov 

2022 Dams Sector Information Sharing Drill 
Hosted by CISA and SRMA 
May 3 - 4, 2022 with kickoff call April 26 
Registration 
View Flyer 
POC: Randy Middlebrook 406-839-1165, randy.middlebrook@hq.dhs.gov 

EOC Virtual Classes hosted by EMI 
View the full Course Catalog here.  

  
In-Person Trainings 

  

ICS 400, Advanced Incident Command System 
April 19 - 20, 2022  
3 Rivers Inn (Former Holiday Inn), 5 W Baxter, Bozeman 
Registration 
Additional Information 

O-305 Type 3 All-Hazard Incident Management Team (AHIMT) 
April 25 - 29, 2022 
Missoula County Fairgrounds 
View Training Announcement - Nomination Deadline: March 28, 2022 
POC: Randy Okon, 406-880-1399, rokon@missoulacounty.us 

Community Emergency Repose Team (CERT) Training 
April 27 - 29, 2022 
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Cascade CO DES Office 
POC: Brian Wilkinson, 509-879-6277, brianwilk@yahoo.com 

ICS 300/400  
May 2 - 6, 2022 
Flathead County OES 
Contact Juanita Nelson to register juanita.nelson@flatheadoes.mt.gov or 406-758-2113 

ICS 300: Intermediate ICS for Expanding Incidents 
May 18 - 19, 2022, 0800 - 1700 each day 
140 N Russell, Elections Building, Missoula 
Flyer 
Registration 
POC: kparks@missoulacounty.us  

SafetyFestMT - Missoula 2022 
In person: May 17 - 18, 2022 at Missoula College 
Virtual: May 23 - 27, 2022 
Agenda 
Registration 

Community Emergency Response Team (CERT) Training 
May 23 - 25, 2022 
RiverStone Health - Billings 
Available positions very limited, email POC to be placed on wait list 
POC: Morgan Miller, 406-247-3276, morgan.mil@riverstonehealth.org 

Assisting Individuals in Crisis and Group Crisis Intervention 
CISM Basic Group and Individual Peer Support 
May 24 - 26, 2022, 08:00 - 17:00 
Montana Highway Patrol Offices 
304 Colorado Blvd, Glendive 
View Registration Brochure 
POC: Carol Burroughs, carolatwork@montana.net  

Advanced Disaster Life Support  
May 27 and 28, 2022 
Fairmont Hot Springs 
View Flyer 
Contact Gerry Wheat, 406-444-6736, gwheat@mt.gov to obtain the registration code prior to registering.  
Register 
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Save the Dates 
  

  
Advanced Burn Life Support 
May 11, 2022 - Missoula 
May 12, 2022 - Butte 
June 8, 2022 - Miles City 

Choteau County Full Scale Exercise 
May 14, 2022 09:00 
MT Hwy 223 MM1 
View Flyer 
POC - Debbie Gessaman 406-622-3024 choteaucountydes@gmail.com  

Performance Improvement Virtual RHC Summer Summit 
June 21 - 22, 10:00 - 12:00 Mountain 
Agenda and Registration 

Family Reunification Two Day Training 
June 14 - 15, 2022 - Missoula 
June 28 - 29, 2022 - Miles City 

  
  

Engagement & Other News 

  
CISA Cyber Security Update 

Items of note from Cybersecurity Infrastructure Security Agency (CISA), 

1. CISA Releases Secure Tomorrow Series Toolkit 
2. CISA has updated the known exploited vulnerabilities catalog 
3. FBI Releases PIN on Ransomware Straining Local Governments and Public Services 
4. CISA US-Cert Notices of importance 

CISA Releases Secure Tomorrow Series Toolkit 
The Cybersecurity and Infrastructure Security Agency (CISA) published the first iteration of the Secure 
Tomorrow Series Toolkit, a diverse array of interactive and thought-provoking products for critical 
infrastructure stakeholders on how to use strategic foresight methods to identify emerging risks and 
potential risk management strategies to secure their critical infrastructure systems. 

Established by CISA’s National Risk Management Center (NRMC), the Secure Tomorrow Series effort is a 
strategic foresight capability focused on anticipating future risk drivers, critical uncertainties, and trends—
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such as aging infrastructure, global pandemics, and emerging technologies—to help enhance organizational 
resiliency. Central to the effort is the selection of topics with the potential for highly disruptive impacts to 
multiple National Critical Functions (NCFs) in the next 5-20 years. The three topics are anonymity and 
privacy, trust and social cohesion, and data storage and transmission. 

The NRMC engaged with subject matter experts, thought leaders, and others from academia, think tanks, the 
private sector, and National Labs to refine the knowledge base for each topic and help lay the foundation for 
the Toolkit’s products. These products include game templates, facilitator and player guides, read-aheads, 
and other materials uniquely designed to allow users to self-facilitate and conduct four different strategic 
foresight activities relevant to their organization, region, or sector. 

In a constantly changing and complex operating environment, using strategic foresight to explore alternative 
futures and potential drivers of change is a potent technique for improving decision-making to manage 
uncertainty. 

• To learn more, read CISA’s blog article, Secure Tomorrow Series Toolkit: Using Strategic 
Foresight to Prepare for the Future. 

• Download/share the Secure Tomorrow Series Toolkit. 

CISA has updated the known exploited vulnerabilities catalog 
CISA has updated the known exploited vulnerabilities catalog based on reliable evidence that threat actors 
are actively using these vulnerabilities to exploit public or private organizations.  CISA highly encourages all 
Critical Infrastructure sectors including State, Local and Tribal Government to patch all of the known 
exploited vulnerabilities in the catalog.  

CISA has added 14 new vulnerabilities to its Known Exploited Vulnerabilities Catalog since the previous CISA 
Cyber Update. 

FBI Releases PIN on Ransomware Straining Local Governments and Public Services 
The Federal Bureau of Investigation (FBI) has released a Private Industry Notification (PIN) to inform U.S. 
Government Facilities Sector partners of cyber actors conducting ransomware attacks on local government 
agencies that have resulted in disrupted operational services, risks to public safety, and financial losses. 

CISA encourages local government officials and public service providers to review FBI PIN: Ransomware 
Attacks Straining Local U.S. Governments and Public Services and apply the recommended mitigations. 

CISA US-Cert Notices of importance 

• Citrix Releases Security Updates for Hypervisor 
Citrix has released security updates to address a vulnerability in Hypervisor. An attacker could 
exploit this vulnerability to cause a denial-of-service condition.   CISA encourages users and 
administrators to review Citrix Security Update CTX390511 and apply the necessary updates. 
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• VMware Releases Security Updates 
VMware has released security updates to address vulnerabilities in multiple products. An 
attacker could exploit some of these vulnerabilities to take control of an affected system. CISA 
encourages users and administrators to review VMware Security Advisory Advisories VMSA-
2022-0011 and VMSA-2022-0012 and apply the necessary updates. 

• Spring Releases Security Updates Addressing "Spring4Shell" and Spring Cloud Function 
Vulnerabilities 
Spring by VMWare has released Spring Cloud Function versions 3.1.7 and 3.2.3 to address 
remote code execution (RCE) vulnerability CVE-2022-22963 as well as Spring Framework 
versions 5.3.18 and 5.2.20 to address RCE vulnerability CVE-2022-22965, known as 
“Spring4Shell.” A remote attacker could exploit these vulnerabilities to take control of an 
affected system. 
According to VMware, the Spring4Shell vulnerability bypasses the patch for CVE-2010-1622, 
causing CVE-2010-1622 to become exploitable again. The bypass of the patch can occur 
because Java Development Kit (JDK) versions 9 and later provide two sandbox restriction 
methods, providing a path to exploit CVE-2010-1622 (JDK versions before 9 only provide one 
sandbox restriction method). 
CISA encourages users and administrators to immediately apply the necessary updates in the 
Spring Blog posts that provide the Spring Cloud Function updates addressing CVE-2022-
22963 and the Spring Framework updates addressing CVE-2022-22965. CISA also recommends 
reviewing VMWare Tanzu Vulnerability Report CVE-2022-22965: Spring Framework RCE via 
Data Binding on JDK 9+ and CERT Coordination Center (CERT/CC) Vulnerability Note VU 
#970766 for more information.  

Worth reviewing again 

• "Shields Up": Guidance, Recommendations, Additional Resources 
• Shields Up Technical Guidance webpage 

• CISA Cyber Resource Hub 
• Sign up for CISA's free cyber hygiene services, including vulnerability scanning, to 

help identify and reduce exposure to threats. 
• Reducing the Significant Risk of Known Exploited Vulnerabilities 

• Known Exploited Vulnerabilities Catalog.  Note: to view the newly added 
vulnerabilities in the catalog, click on the arrow on the of the "Date Added to 
Catalog" column, which will sort by descending dates. 

•  StopRansomware.Gov 
• Ransomware Guide  

• Apache Log4J Vulnerability Update |GitHub - cisagov/log4j-affected-db 
• Interested in joining the DHS Bi-Weekly Cyber Threat Intelligence Teleconference?  

• Submit a request to join.  Be sure to include your name, position/affiliation and 
contact information and request to be added to their HSIN CYMC Community of 
Interest. 
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Questions? 

We are committed to supporting you and answering questions as quickly as possible. Please send any 
questions or comments to hppcoordinators@mtha.org.  

Visit the Montana Regional Healthcare Coalitions website for additional information and resources.  

 

  
Share the Montana Coalitions Newsletter. 

Forward this MHA member benefit to someone at your organization. 

SHARE WITH A COLLEAGUE 

SUBSCRIBE TO THE WEEKLY NEWSLETTER 
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